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First Change

Annex K (normative):
Additional procedures in support of UE managed NAT traversal

K.1
Scope

This annex describes the UE, P-CSCF, S-CSCF, and IBCF procedures in support of UE managed NAT traversal. In this scenario, both the media flows and the SIP signalling both traverse a NA(P)T device located in the customer premises domain. The term "hosted NAT" is used to address this function. This annex does not consider the case where the NAT is behind the P-CSCF as different NAT traversal procedures are necessary for this architectural scenario.

The procedures described in this subclause of this annex rely on the UE to manage the NAT traversal process. As part of the UE management process, the UE can learn whether it is behind a NAT or not, and choose whether the proceedures in this annex are applied or not.

The protection of SIP messages is provided by applying UDP encapsulation to IPSec packets in accordance with RFC 3948 [63A] and as defined in 3GPP TS 33.203 [19].

NOTE 1: 
This annex describes the mechanism for support of UE managed NAT traversal scenario defined in 3GPP TS 23.228 [7]. This does not preclude other mechanisms but they are out of the scope of this annex.

NOTE 2:
It is recognized that outbound can be useful for capabilities beyond NAT traversal (e.g. multiple registrations) however this annex does not consider such capabilities at this time. Such capabilites can require additional information elements in the REGISTER request so that the P-CSCF and S-CSCF can distinguish whether to apply procedures as of annex F or annex K.

Second Change

K.3.3
IBCF usage of SDP

K.3.3.1
Introduction

The following subclauses  describe the SDP related procedures performed by the IBCF acting as SIP-ALG in support of ICE. In particular these procedures present how the IBCF manages the SDP offer/answer exchange when at least one of the endpoints supports the ICE procedures as described in subcauses K.5.2.

NOTE:
An IBCF not supporting ICE procedures will remove and/or not provide related SDP attrributes (e.g. a=candidate) in the offer/answer exchange, causing the ICE procedures to be aborted and the address and port information in the m and c lines of the SDP offer/answer from a UE supporting ICE procedures to be used. If this address and port information matches the relayed candidate address of a STUN Relay server, as recommended by ICE, then an extra media relay server will be used for the session which is not necessary nor desirable.
K.3.3.2
SDP offer

K.3.3.2.1
Receipt of an SDP offer

When the IBCF receives an SDP offer during session establishment from a UE supporting the procedures defined in subclause K.5.2, the IBCF will need to modify the received SDP offer prior to forwarding.

Upon receipt of an SDP offer from a UE which applies the procedures defined in subclause K.5.2.1, the IBCF shall:

-
remove all occurrences of a=candidate attributes in the UE provided SDP offer; and

-
if the TrGW and IBCF also support ICE procedures, then the IBCF shall inform the TrGW of the original set of candidate addresses provided by the UE in order to allow the TrGW to perform the necessary connectivity checks per the ICE procedures.

NOTE:
The IBCF can determine if the UE applies the ICE procedures covered in section K.5.2 by the presence of a=candidate attributes in the SDP.

K.3.3.2.2
Sending of SDP offer

Prior to sending an SDP offer, the IBCF may choose to apply related ICE procedures, e.g. if it expects to interact with terminals applying procedures as described in subclause K.5.2, and if both the IBCF and TrGW also support ICE procedures. To invoking these ICE procedures, the IBCF shall:
-
add an a=candidate entry to the SDP offer which matches the IP address(es) and port numbers(s) received from the TrGW over the Iq interface; and
-
ensure that the IP address and port contained within the m= and c= lines of the newly formed SDP offer matches one of those IP address(es) and port number(s) contained within an a=candidate attribute.

NOTE:
It is expected that the TrGW is not located behind a NAT and therefore will only provide local host assigned IP address(es) and port number(s) as candidate(s) and does not need to interact with a STUN server to inquire server reflexive addresses or relayed addresses.

K.3.3.3
SDP answer

K.3.3.3.1
Receipt of an SDP answer

When the IBCF receives an SDP answer during session establishment from a UE applying the procedures defined in subclause K.5.2, the IBCF will need to modify the received SDP answer prior to forwarding.

Upon receipt of an SDP answer from a UE which applies the procedures defined in subclause K.5.2, the IBCF shall:

-
remove all occurrences of a=candidate attributes in the UE provided SDP offer; and

-
if the IBCF and TrGW also support ICE procedures and the IBCF included the TrGW assigned IP address(es) and port(s) in the SDP offer, then the IBCF shall inform the TrGW of the set of candidate addresses provided by the UE in order to allow the TrGW to perform the necessary connectivity checks per the ICE procedures.

NOTE:
The IBCF can determine if the UE applies the ICE procedures covered in section K.5.2 by the presence of a=candidate attributes in the SDP.

K.3.3.3.2
Sending of SDP answer

Prior to sending an SDP answer, the IBCF may choose to invoke related ICE procedures if it had previously received an SDP offer from a terminal applying the procedures defined in subclause K.5.2, and if both the IBCF and TrGW also support ICE procedures. When invoking these ICE procedures, the IBCF shall:
-
add an a=candidate entry to the SDP offer which matches the IP address(es) and port numbers(s) received from the TrGW over the Iq interface; and
-
ensure that the IP address and port contained within the m= and c= lines of the newly formed SDP offer matches one of those IP address(es) and port number(s) contained within an a=candidate attribute.

NOTE:
It is expected that the TrGW is not located behind a NAT and therefore will only provide local host assigned IP address(es) and port number(s) as candidate(s) and does not need to interact with a STUN server to inquire server reflexive addresses or relayed addresses.

End of Change
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